Australian Government

Relationship Authorisation Manager (RAM) User Guide
How to Iinstall a machine credential

Guide overview

This user guide provides step-by-step instructions on how to create a new machine
credential for a business in Relationship Authorisation Manager (RAM).

What are machine credentials?

Machine credentials will replace AUSkeys used in software. A machine credential is installed
on a device and enables you to interact directly with government online services through your
business software.

You will use a machine credential if you:

are a digital service provider who offers cloud-based Standard Business Reporting
(SBR) enabled software. You will need to create a machine credential and install it

on your server to enable software authentication by third party users.

are using desktop or locally hosted software. You will need to create a machine
credential. This performs the same function as an Administrator or Standard AUSkey
in your software. Your digital service provider will let you know when your software has
been updated.

Note: If you are using cloud based Standard Business Reporting (SBR) enabled software
you will not need to create a machine credential.

Who should use this guide?

Principal authorities

A principal authority is a business owner or an eligible individual associate listed in the
Australian Business Register (ABR). The principal authority is responsible for the initial
set-up of the business in RAM. A principal authority can complete all activities in this guide.

Authorised machine credential administrator role

A business representative with a machine credential administrator role can create
machine credentials on behalf of the business. A machine credential administrator

will only be required if your business uses software to interact directly with government
online services.
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Before you start

Before you create a machine credential you will need to download and install a browser
extension compatible with your device’s operating system. This will be available on the RAM
website for Firefox and Chrome based web browsers on the following operating systems:

Windows
MAC OS
Linux

For the instructions to download and install the Browser Extension (ATOBE) for the relevant

operating systems please see the appendix section of this guide.
Appendix 1: Download and install a browser extension for Windows

Appendix 2: Download and install a browser extension for MAC OS
Appendix 3: Download and install a browser extension for Linux
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How to install a machine credential

IMPORTANT: In order to install a machine credential from RAM you must be either a
Principal Authority or a Machine Credential Administrator (MCA) for the business.

BETA Help us improve. Complete our feadback survey. Help

1- USIng Chrome or Fil’efOX, go to '_:“,;;__‘, Relationship Authorisation Manager
https://authorisationmanager.gov.au

Welcome to Relationship Authorisation Manager (RAM)

Login to RAM with your myGovlD to

2. Log in using your myGovID by entering
the email address that you used to
create your myGovID.

login with the myGoviD app.

A code will appear. Open myGovID on
your smart device, log in and enter the
4 digit code into the pop-up within the U

app. Tap Accept. 3. Come back and login

What's next?

1. Download the app

Note: To learn more about how to
download and set up your myGoviD
visit the myGovID website:
https://mwww.mygovid.gov.au/

GoviD is difforent to
>

3. Come back
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BETA Help us improve. Complete our feadback survey.

3. Click Manage authorisations, ﬁ;ﬁ
machine credentials and cloud
software notifications to be
redirected to view all the entities you
can act for.

Ameen Ahmed

Link your business @ >

View or manage authorisations, machine credentials and cloud software notifications @ >

Enter an authorisation code @

Enter the code as shown in the authorisation email you received,

Submit

Help® £ Ameen Abmed-

4. Select the bUSIneSS yOU WOU|d Ilke tO \ 2 crnment Relationship Authorisation Manager
create a machine credential for. e

Ameen Ahmed

Detas of you
To display yo manage authorisations, machi o d software notifications, select the b
hyperiink. @
| can act for
| e
Entity name & ABN & Status & Authorisation type

Heipc? JL Ameen Ahmed-

5. The business homepage will
be displayed with a list of all the
authorisations for the business.
Click on the Manage Credentials
tab in the toolbar.

Relationship Authorisation Manager

Representat
) n mm

Representative name & Status ~ Authorisation type &

Roco, Phi Pending

Lu, Jane o Pending

Holp@ S Ameen Ahmed-

6. The Manage credentials page is
displayed.

Relationship Authorisation Manager

Winston and Sons Gardening Services

If you’ve already installed the
required browser extension, skip Rl TACIG Aede I

. @ Software required
this step. S it T o e o e s Wl o i s i o

NOTE: only Chrome and Firefox browsers can be used to create and download machine credentials

If this is the first time installing —

a machine credential, you will see bt NS cvores o S e s S T e
a message advising that browser

extension software is required.

Click the link to visit Machine
credential downloads.

Click the browser extension link
for your operating system.
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Install the browser extension and
ensure itis enabled.

Close down your browser.

Reopen your browser and go to
https://authorisationmanager.gov.au

and login with your myGovID and
navigate back to the Manage
credentials page.

Refer to the Appendix section in this
guide for instructions specific to your
operating system.

7. Click Create machine credential.

The Create machine credential
page is displayed. Enter the
following information:

Keystore path — This will be
pre-filled but can be changed
if required. This is where the
machine credential will be
created and stored.

Keystore Password — Enter
a password.

Credential name — Enter

a name for the machine
credential.

Identify the Machine Credential
Custodian — This will be pre-
filled with your name and
cannot be changed.

BETA. Help us improve. Complete our feedback survey. Holpe? 5 Amesn Ahmed-

Relationship Authorisation Manager

Winston and Sons Gardening Services

ABN 45002001501

Create a machine credential

eract directly with goverment
Create machine credential

ials. Find out more &

Machine credentials

Credential name Custodian name Subject name id Status Actions

BETA Help us improve. Complete our feedback survey. HelpZ £ Amoen Ahmed~

_’j,_;f?fl Australian Government Relationship Authorisation Manager

Winston and Sons Gardening Services

ABN 45002001501

Create machine credential

Fields marked with an * are mandatory

Ci/Us

SERNAME/AppData/Roaming/ATOMAS keystore-new xmi

NewMachineCredential

Identify the machine credential custodian®

Ameen Ahmed

8. Tick the box to confirm you
understand and accept the machine
credential details. Click Download.
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9. The Credential Installed notification
is displayed upon successful
installation. Click Finish to return to

the Manage credentials page. The new credential, Machine Credential 1, was successfully installed on
this device.

Credential Installed

10. The Manage credentials page
allows you to create, view, and
revoke machine credentials for _ _ .

. Winston and Sons Gardening Services
the business. 401 45002001501

nage author Manage credentiais  Manage noti History

Create a machine credential

A machine credential is issued to a machine and enables your business to interact directly with government

agencies through compliant software. Create machine credential

Select ‘Create machine credential’ to create and download machine credentials. Find out more (7

Machine credentials
Credential name Custodian name Subject name id Status Actions
NewMachineCredential1 Ameen Ahmed ABRD:9380401923 Active 2 Edit 1 Revoke
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Appendix 1

Download and install a browser extension for Windows

Use link 5 7
. . . . Name Type Compressed size

https://info.authorisationmanager.gov.au/sites/def

ault/files/atobeinstaller exe.zip and click on | (577 ATOBEInstaller.exe | Application 2,856 KB

‘ATOBEInstaller.exe’.

1. The ATOBE Installer will open, S - - [>]
C“Ck ‘I Agree’ to progress License Agreement (_.

Please review the license terms before installing ATOBE. ‘7

Press Page Down to see the rest of the agreement.

ImyGovID® ATOBE software :I

© Commonwealth of Australia 2019.

Copyright information
The ATOBE software and related information is protected by copyright.

Tha Cammanwaalth of Auctralia vanracantad hu tha Auctralian Tavation
If you accept the terms of the agreement, click I Agree to continue. You must accept the
agreement to install ATOBE.

Nullsoft Install System v3,04

1 Agree Cancel
2. If the following message appears, close — 5]
any open browsers and click ‘Retry’. Installing _
Please wait while ATOBE is being installed. (‘7
Output folder: C:\Users\UCDM7\AppDatalLocal|ATOBE
[ ]
SOOI ) ATOBE Setup

8‘ Error opening File for writing:
= C:\Users\UCDM7\AppDataiLoca\ATOBE\atoakmbex.exe
Click Abort to stop the installation,

Retry to try again, or
Ignore to skip this file.

IT" Retry Il Ignore |

—_

Nullsoft Install Syseemrr=o

< Back | Close | Cancel I
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3. Click ‘Close’ to finalise installation.

# ATOBE Setup [=[O1=]
Installation Complete ..._
Setup was completed successfully. (Jj
Completed

——

Show details

nullsoft Inst

Cancel
4. You have now successfully installed the e = 73

browser extension onto your computer. Installation Complete

Setup was completed successfully. (J)
Click ‘OK’ and before using, please B

&

restart any open browsers or logoff .°"°
and on again. show detals_|

‘fou have successfully installed ATOBE 1.0.1. Before using, please restart
any open browsers or logoff and on again.

Mullsoft Install System v3.04
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Appendix 2

Download and install a browser enabler/extension for MAC OS

Use link
https://info.authorisationmanager.gov.au/sites/def

Name

ault/files/atobeinstaller pkg.zip and click on
‘ATOBEInstaller.pkg’.

| 1 ATOBEInstaller.pke

Applic
X s

tior
atior

Compressed size

N 2,856 KB

1. The ATOBE Installer will be made
available in the ‘Downloads’ folder.
Click on download to activate.

Downloads

4
A

No preview available

O

2. The ATOBE Installer will open,
click ‘Continue’.

Welcome to the ATOBE Installer

Introduction

You will be guided through the steps necessary to install this

software.

Continue

3. The ‘License’ information will be
displayed. Click ‘Continue’ then
‘Agree’ to progress.

Intt

Lic

w Install ATOBE

To continue installing the software you must agree to the terms of

the software license agreement.

Click Agree to continue or click Disagree to cancel the installation and

quit the Installer.

Read License

icence to:

; representea by

gvesyou &

+ use the instalied copy of the ATOBE software (i its unaltered form) within your
organisation, and make copies of it for ack-up Purposes only.

Al other rights are reserved. In particular, you may not
+  decompie, reverse enginaer, disassemble, o otherwise atiempt to derive the

source code for ATOBE software, o

+ sub-icence, distribute or croate dervative works based upon the ATOBE
software in orin part

Requosts for other uses can be sent by e-mail 1o the e-Security Team at E-

Security@ato gov.au.

This Lconce terminates avtomat<a’y 1 you fai lo compy with any of those 'cence
reradaiceia._The kowr in forme i the Ausstratian Cartal Tarriory anhi in thie b

Print...

Save...
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4. The destination is automatically

selected. Click ‘Install’ and you will BSOS ) 'mwlerieuviogtoinsallnew sofwars. L@
be prompted to enter your computer ‘ L oo oston e |
password to allow installation. Then * Introduq l”“:d = |
H ‘ ; icense Password: Htware
click ‘Install Software’. o
. In;ullli
Note: You can change the install S e ———
location if required before clicking
‘Install’.
Change Install Location...
Go Back
5. Tofinalise installation all applications s « Install ATOBE a
must be closed and you will be logged T Toinstaitis software, i applications
out when complete. Click ‘Continue vttt [ oo et et oo
. , . sure you want to install the software now? boftwere
Installation’. o oo | Cancel
@ Installation Type
nstallation
Summary
Change Install Location...
GoBack
6. You have now successfully installed the e  insioll ATOBE al
browser extension onto your computer. The instelaion wes
@ Introduction
® License \ 7 a
© Destination Select ¢ ,‘.,/" v
» Installation Type -
@ Installation The installation was successful.
@ Summary

The software was installed.

Click Log Out to finish installing the software.
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7. You can move the ATOBE Installer
to the trash as required and delete.

w Install ATOBE

Do you want to move the “ATOBE” Installer

. to the Trash?
Introducti¢ To keep this package in its current location,

o
click Keep.

o License

o Destinatio

o Installation Type

o Installation The installation was successful.

© Summary The software was installed.

Click Log Out to finish installing the software.

8. Once the ATOBE has been added you
will be prompted to ‘Enable Extension’

in order for the browser enabler to work.

"ATOBE" added

Another programme on your computer added an extension that may
change the way Chrome works.

It can:
« Read and change your data on a number of websites
« Read your browsing history

« Communicate with cooperating native applications

Remove from Chrome Enable Extension
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Appendix 3

Download and install a browser enabler/extension for Linux

Use link . % - ; .
. . . . Name ypé ompressed size

https://info.authorisationmanager.gov.au/sites/def - A .

ault/files/atobeinstaller_nix_sh.zip and click on | | ] ATOBEInstaller-nix.sh | SH File 146 KB

‘ATOBEInstaller-nix.sh’.

1. Ensure that all browser sessions =
/tmp> bash ./ATOBEInstaller-nix.sh |j

are closed.

Open a terminal window at the
download location and run
‘Bash ./ATOBEInstaller-nix.sh’.

2. The following console output will Jtnp> bash ./ATOBEInstaller-nix.sh
appear (elided below with comments). vi.e.1 _ : o
libjansson.so.4 (1libc6,x86-64) => /usr/1ib64/libjansson.so.4
libjansson.so.4 (libc6) => /usr/lib/libjansson.so.4
libjansson.so (libc6,x86-64) => /usr/lib64/1ibjansson.so

3. The installer checks to see that the
dependent library libjansson is present.
If it is not, please install it from the
relevant repository.

4. The installed executable is run. Errors
will be produced if there are any other P _
Finishing pstscript.sh

dependent libraries missing. Check and s 0
install any other missing dependencies.

,"allowed_extensions": [ "@au.gov.ato.be.firefox" ]

You have now successfully installed the
browser extension onto your computer.
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